
Search by Feature Search by Technology Search by Software Compare Images

Objective: Define a specific software image in order to view its supported features. 

Select from the pull down menus to find releases which support particular platform and feature set 
combinations.View your results in the table below and repeat as necessary to define a specific software image. 

Your Selections: 

All Software Orderable Software Only

Platform IE3000 

Software IOS 

Major Release Select One

Release Select One

Feature Set/License
(s) 

IP SERVICES

New Search Show All Software

NOTE: The features listed below are not available in every software image.

Search Results

Features 

100BaseEX SFP

8-Way CEF Load Balancing

AAA Broadcast Accounting

AAA DNIS Map for Authorization

AAA Resource Accounting

AAA Server Group

AAA Server Group Deadtimer

AAA Server Group Enhancements

AAA Server Groups Based on DNIS

Access Switch Device Manager (SDM) Template

ACL - Improved Merging Algorithm

ACL - Named ACL Support for Noncontiguous Ports on an Access Control Entry

ACL - Reflexive Access Lists

ACL - TCP Flags Filtering

ACL Sequence Numbering

Additional Vendor-Proprietary RADIUS Attributes

Address Resolution Protocol (ARP)

ANSI TIA-1057 LLDP - MED Support

ANSI TIA-1057 LLDP - MED Location Extension

Authentication Proxy Accounting for HTTP

AutoInstall Using DHCP for LAN Interfaces

AutoRP Enhancement

BGP
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BGP 4

BGP 4 Multipath Support

BGP 4 Prefix Filter and In-bound Route Maps

BGP 4 Soft Config

BGP Conditional Route Injection

BGP Configuration Using Peer Templates

BGP Convergence Optimization

BGP Cost Community

BGP Cost Community Support for EIGRP MPLS VPN PE-CE

BGP Dynamic Update Peer-Groups

BGP Hide Local-Autonomous System

BGP Hybrid CLI Support

BGP Increased Support of Numbered as-path Access Lists to 500

BGP Link Bandwidth

BGP Multipath Load Sharing for Both eBGP and iBGP in an MPLS-VPN

BGP Named Community Lists

BGP Neighbor Policy

BGP Next Hop Propagation

BGP Policy Accounting

BGP Prefix-Based Outbound Route Filtering

BGP Reduction in Transient Memory Usage

BGP Restart Neighbor Session After max-prefix Limit Reached

BGP Route-Map Policy List Support

BGP Soft Reset

BGP Support for Dual AS Configuration for Network AS Migrations

BGP Support for IP Prefix Import from Global Table into a VRF Table

BGP Support for Named Extended Community Lists

BGP Support for Sequenced Entries in Extended Community Lists

BGP Support for TTL Security Check

Bidirectional PIM

Broadcast/Multicast Suppression

CDP (Cisco Discovery Protocol) Version 2

CEF/dCEF - Cisco Express Forwarding

CEFv6 Switching for 6to4 Tunnels

Certification Authority Interoperability (CA)

CGMP - Cisco Group Management Protocol

CIP - DHCP Support

Cisco IGMP MIB and Filter MIB Support

Cisco StackWise Technology

CISCO-PORT-QOS-MIB Enhancement

Class Based Ethernet CoS Matching & Marking (802.1p & ISL CoS)

Class Based Weighted Fair Queuing (CBWFQ)

Class-Based Marking

Class-Based Policing

Class-Based Shaping

Clear Counters Per Port
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CLI String Search

Client Information Signalling Protocol (CISP)

CNS

CNS - Image Agent

Commented IP Access List Entries

Committed Access Rate (CAR)

Common Industrial Protocol (CIP)

Common Session-ID logging enhancement

Configurable Control Plane QoS

Configurable IGMP Leave Timer

CONFIGURABLE OPTION TO TURN OFF DOT1X, MAB & AUTHMGR INFORMATIONAL MESSAGES

Configurable per ATM-VC Hold Queue size

Configurable Per VLAN MAC Learning (PVL)

Configuration Replace and Configuration Rollback

Contextual Configuration Diff Utility

Control Plane Policing (CoPP)

Control-Plane Security Enhancements for UNI Ports

Custom Queueing (CQ)

DAI (Dynamic ARP Inspection)

Default Passive Interface

DHCP - Configurable DHCP Client

DHCP Auto Image upgrade

DHCP Client

DHCP Client Option 12

DHCP Proxy Client

DHCP Relay Agent Support for Unnumbered Interfaces

DHCP Server

DHCP Server Options - Import and Autoconfiguration

DHCP Snooping

DHCP Snooping Counters

DHCPv6 Repackaging

Diagnotics Options on bootup

DiffServ Compliant dWRED

Diffserv Compliant WRED

DRP Server Agent

Duplication Location Reporting Issue

Dynamic Trunking Protocol (DTP)

Easy IP (Phase 1)

EIGRP Support for Route Map Filtering

Embedded Event Manager (EEM) 2.0

Embedded Event Manager (EEM) 2.3

Embedded Event Manager (EEM) 2.4

Embedded Syslog Manager (ESM)

Encrypted Kerberized Telnet

EnergyWise

Enhanced IGRP (EIGRP)
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Enhanced Password Security

Enhanced Tracking Support / Enhanced Object Tracking / EOT

ErrDisable Reactivation Per Port

ErrDisable timeout

EtherChannel

EtherChannel - Flexible PAgP

EtherChannel Enhancement - Single Port Channel

Etherchannel Guard

EtherChannel Layer 4 Distribution

Exclusive Configuration Change Access

Extended ACL support for IGMP to support SSM in IPv4

Fallback Bridging

Fast EtherChannel (FEC)

Fast Stack Image Upgrade

Fast-Switched Policy Routing

FHRP - HSRP - Hot Standby Router Protocol V2

FHRP - Object Tracking List

Firewall Authentication Proxy

Flex Link Bi-directional Fast Convergence

Flex Link VLAN Load-Balancing

Flex Links

Flex Links Interface Preemption

Flow-Based Switch Port Analyzer (SPAN)

Flow-Based WRED

FTP Support for Downloading Software Images

Generic Routing Encapsulation (GRE)

Generic Routing Encapsulation (GRE) Tunnel Keepalive

Generic Routing Encapsulation Tunnel IP Source and Destination VRF Membership (PXF Based)

Generic Traffic Shaping (GTS)

GOLD - Generic Online Diagnostics

Hierarchical Traffic Shaping

HSRP - Hot Standby Router Protocol

HSRP - Hot Standby Router Protocol and IPSec

HSRP support for ICMP Redirects

HSRP support for MPLS VPNs

HTTP Security

HTTPS - HTTP with SSL 3.0

IEEE 802.1ab LLDP (Link Layer Discovery Protocol)

IEEE 802.1p Support

IEEE 802.1Q Tunneling

IEEE 802.1Q VLAN Trunking

IEEE 802.1s - Multiple Spanning Tree (MST) Standard Compliance

IEEE 802.1s VLAN Multiple Spanning Trees

IEEE 802.1t

IEEE 802.1W Spanning Tree Rapid Reconfiguration

IEEE 802.1x - Auth Fail Open
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IEEE 802.1x - Auth Fail VLAN

IEEE 802.1X - Flexible Authentication

IEEE 802.1x - VLAN Assignment

IEEE 802.1x Authenticator

IEEE 802.1x Fallback support

IEEE 802.1x Multi-Domain Auth with Voice VLAN Assignment

IEEE 802.1X Multi-Domain Authentication

IEEE 802.1x Readiness Check

IEEE 802.1x Supplicant Support for EAP-FAST

IEEE 802.1x Supplicant Support for MD5

IEEE 802.1x with Port Security

IEEE 802.1x with User Distribution

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.3x Flow Control

IGMP Fast Leave

IGMP Proxy

IGMP Querier

IGMP Snooping

IGMP State Limit

IGMP Throttling

IGMP Version 1

IGMP Version 2

IGMP Version 3

IGMP Version 3 - Explicit Tracking of Hosts, Groups, and Channels

IGRP

Image Verification

Integrated ISIS Global Default Metric

Integrated ISIS Protocol Shutdown Support Maintaining Configuration Parameters

Integrated routing and bridging (IRB)

Interface Index Persistence

Interface Range Specification

IP Admission Policy MIB

IP Enhanced IGRP Route Authentication

IP Event Dampening

IP Multicast over 1483 VC Mux Encapsulation on ARMII

IP Named Access Control List

IP over IPv6 Tunnels

IP Phone Enhancement - PHY Loop Detection

IP Precedence Accounting

IP Precedence for GRE Tunnels

IP SLAs - Distribution of Statistics

IP SLAs - DLSW+ Operation

IP SLAs - DNS Operation

IP SLAs - FTP Operation

IP SLAs - History Statistics

IP SLAs - HTTP Operation
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IP SLAs - Multi Operation Scheduler

IP SLAs - Reaction Threshold

IP SLAs - Scheduler

IP SLAs - SNA LU2 Echo

IP SLAs - SNMP Support

IP SLAs - TCP Connect Operation

IP SLAs - UDP Echo Operation

IP SLAs Responder

IP Source Guard

IP Summary Address for RIPv2

IPSG (IP Source Guard) for Static Hosts

IPv6 - HTTP(S)

IPv6 Bidirectional PIM

IPv6 Data Link: VLANs using Cisco Inter-Switch Link (ISL)

IPv6 Data Link: VLANs using IEEE 802.1Q Encapsulation

IPv6 Dual Stack

IPv6 Multicast: Address Family Support for Multiprotocol BGP

IPv6 Multicast: Bootstrap Router (BSR)

IPv6 Multicast: Explicit Tracking of Receivers

IPv6 Multicast: Multicast Listener Discovery (MLD) Protocol, Versions 1 and 2

IPv6 Multicast: PIM Source-Specific Multicast (PIM-SSM)

IPv6 Multicast: PIM Sparse Mode (PIM-SM)

IPv6 Multicast: Scope Boundaries

IPv6 Routing - EIGRP Support

IPv6 Routing: Multiprotocol BGP Extensions for IPv6

IPv6 Routing: Multiprotocol BGP Link-local Address Peering

IPv6 Routing: OSPF for IPv6 (OSPFv3)

IPv6 Routing: RIP for IPv6 (RIPng)

IPv6 Routing: Static Routing

IPv6 Routing: Unicast Routing

IPv6 Security: Secure Shell SSH support over IPv6

IPv6 Services: AAAA DNS Lookups over an IPv4 Transport

IPv6 Services: Cisco Discovery Protocol (CDP) - IPv6 Address Family Support for Neighbor Information

IPv6 Stateless Auto-configuration

IPv6 Switching: CEFv6 Switched Configured IPv6 over IPv4 Tunnels

IPv6 Switching: CEFv6 Switched ISATAP Tunnels

IPv6: ICMPv6

IPv6: Neighbor Discovery Duplicate Address Detection

IS-IS Incremental Shortest Path First (i-SPF) Support

IS-IS Limit on Number of Redistributed Routes

IS-IS Mechanism to Exclude Connected IP Prefix from LSP Advertisements

IS-IS Multiarea Support

IS-IS Support for IP Route Tags

IS-IS Support for Priority-Driven IP Prefix RIB Installation

ISIS

ISL VLAN
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ISO CLNS

Jumbo Frames

Kerberos V Client Support

L2PT - Layer 2 Protocol Tunneling

L2PT - Layer 2 Protocol Tunneling on Trunk Ports

Local Proxy ARP

Lock and Key

Low Latency Queueing (LLQ)

MAC Authentication Bypass

MAC Move

MAC Replace

Manual Certificate Enrollment via TFTP

Memory Threshold Notifications

Message Banners for AAA Authentication

MLD Snooping

Modular QoS CLI (MQC)

MPLS VPN - Inter-Autonomous System Support

MPLS VPN - Multi-Path support for Inter-AS VPNs

MPLS VPN - OSPF PE-CE Support

MPLS VPN - Route Target Rewrite

Multi-host Mode with EPM

Multi-protocol BGP (MP-BGP) - MPLS VPN

Multicast BGP (MBGP)

Multicast Etherchannel Load Balancing

Multicast Fast Convergence with Flexlink Failover

Multicast Fast Switching Performance Improvement

Multicast Routing Monitor (MRM)

Multicast Source Discovery Protocol (MSDP)

Multicast Subsecond Convergence

Multicast VLAN Registration on Trunk Ports

Multicast-VPN: Multicast Support for MPLS VPN

MVR (Multicast VLAN Registration) - Support for 512 Groups

NAC - L2 IEEE 802.1x

NAC - L2 IP

NAC - L2 IP with Auth Fail Open

NAT-Support of IP Phone to Cisco Call Manager

NetFlow Aggregation

NetFlow Export of BGP Nexthop Information

Netflow Input Filters and Multi-Sampling rates

Network Time Protocol (NTP)

NSF - OSPF

NSF Awareness - BGP

NSF Awareness - EIGRP

NSF Awareness - OSPF

NTPv4 with support for IPv4 and IPv6

On Demand Routing (ODR)
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OSPF

OSPF Area Transit Capability

OSPF Flooding Reduction

OSPF Forwarding Address Suppression in Translated Type-5 LSAs

OSPF Inbound Filtering using Route Maps with a Distribute List

OSPF Link State Database Overload Protection

OSPF Link-local Signaling (LLS) Per Interface Basis

OSPF MIB Support of RFC 1850 and Latest Extensions

OSPF On Demand Circuit (RFC 1793)

OSPF Packet Pacing

OSPF Sham-Link Support for MPLS VPN

OSPF Shortest Paths First Throttling

OSPF Stub Router Advertisement

OSPF Support for Fast Hellos

OSPF Support for Forwarding Adjacencies over MPLS Traffic Engineered Tunnels

OSPF Support for Link State Advertisement (LSA) Throttling

OSPF Support for Unlimited Software VRFs per Provider Edge (PE) Router

OSPF Update Packet-Pacing Configurable Timers

OSPFv3 Graceful Restart

Packet-Based Storm Control

Parse Bookmarks

Parser Cache

PBR Support for Multiple Tracking Options

Performance Enhancements for IOS ACL

PIM Dense Mode State Refresh

PIM MIB Extension for IP Multicast

PIM Version 1

PIM Version 2

Policy-Based Routing (PBR)

Port Security

Port Security on Private VLAN Ports

Pre-fragmentation For Ipsec VPNs

Priority Queueing (PQ)

Private VLANs

Profinet

Profinet support for Topology Editor

Propagation of Location Info over CDP

PTP pass-through on expansion modules

QoS Packet Marking

QoS Policy Propagation via Border Gateway Protocol (QPPB)

QoS Priority Percentage CLI Support

RADIUS

RADIUS Attribute 44 (Accounting Session ID) in Access Requests

RADIUS Change of Authorization (CoA)

RADIUS for Multiple User Datagram Protocol Ports

RADIUS Server Load Balancing
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RADIUS Tunnel Attribute Extensions

Rapid-Per-VLAN-Spanning Tree (Rapid-PVST)

Reduced MAC Address Usage

Remote SPAN (RSPAN)

REP - (Resilient Ethernet Protocol)

Resilient Ethernet Protoco (REP) LSL Ageout timer improvements

Resilient Ethernet Protocol (REP) multicast performance improvements

Resilient Ethernet Protocol-no-edge-neighbour-enhancement

Response Time Reporter (RTR)

Response Time Reporter (RTR) enhancements

Reverse Route Injection (RRI)

RGMP - Router-Port Group Management Protocol

RIP

RMON events and alarms

RTP Header Compression

Secure Copy (SCP)

Secure Shell SSH Version 1 Integrated Client

Secure Shell SSH Version 1 Server Support

Secure Shell SSH Version 2 Client Support

Secure Shell SSH Version 2 Server Support

Selective Virtual-Access Interface Creation

Silent Operation Mode

SmartPorts - Templates for Industrial Automation

SNMP (Simple Network Management Protocol)

SNMP Inform Request

SNMP Manager

SNMP Support over VPNs - Context Based Access Control

SNMPv2C

SNMPv3 (SNMP Version 3)

Software Based Protocol Rate Limiting (a.k.a PSP Protocol Strom Protection)

Source Specific Multicast (SSM) - IGMPv3,IGMP v3lite, and URD

Source Specific Multicast (SSM) Mapping

Spanning Tree Protocol (STP)

Spanning Tree Protocol (STP) - Backbone Fast Convergence

Spanning Tree Protocol (STP) - Loop Guard

Spanning Tree Protocol (STP) - Portfast

Spanning Tree Protocol (STP) - PortFast BPDU Filtering

Spanning Tree Protocol (STP) - Portfast BPDU Guard

Spanning Tree Protocol (STP) - Portfast Support for Trunks

Spanning Tree Protocol (STP) - Root Guard

Spanning Tree Protocol (STP) - Uplink Fast Convergence

Spanning Tree Protocol (STP) - Uplink Load Balancing

Spanning Tree Protocol (STP) Extension

SRR (Shaped Round Robin)

Standalone MAB support

Standard IP Access List Logging
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Standby Supervisor Port Usage

STP Syslog Messages

Stub IP Multicast Routing

Support for 4096 VLAN IDs

Suppress BGP Advertisement for Inactive Routes

Switch Port Analyzer (SPAN)

Tacacs SENDAUTH function

Tacacs Single Connection

TACACS+

Time-Based Access Lists

Time-Based Access Lists Using Time Ranges(ACL)

Transparent Bridging

Triggered RIP

Trunk Failover

Trusted boundary (extended trust for CDP devices)

Trusted Root Certification Authority

Tunnel Type of Service (TOS)

UDI - Unique Device Identifier

UDLR Tunnel ARP and IGMP Proxy

Uni-Directional Link Routing (UDLR)

Unicast Mac Filtering

Unicast Reverse Path Forwarding (uRPF)

User Maximum Links

Vendor-Specific RADIUS Attributes

Virtual Profile CEF Switched

Virtual Router Redundancy Protocol (VRRP)

VLAN Access Control List (VACL)

VLAN Aware Port Security

VLAN-ID Based MAC Authentication

VTP (Virtual Trunking Protocol) Version 2

VTP version 3

Warm Reload

WCCP Redirection on Inbound Interfaces

WCCP Version 1

WCCP Version 2

Web Authentication Proxy

Webauth Enhancements

Weighted Fair Queueing (WFQ)

Weighted RED (WRED)

Weighted Tail Drop (WTD)

x Digital Subscriber Line (xDSL) Bridge Support
Some features are dependent on product model, interface modules (i.e. Line Cards & Port Adapters), and/or require a software feature 
license. Click here for more information.
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